
Cryptography: Keeping Secrets 
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With the increasing reliance on e-mail and texting, how can
mathematics help ensure that these communications remain private?
Come learn ways to do so and get ideas for engaging students in the
basic ideas of cryptography within the context of algebra and
geometry topics.

Contact & Resource Information

amathurin@bcp.org
http://tinyurl.com/mathurin-Asilomar



What to Expect
Goals

 Spark Ideas for Teaching Algebra & Geometry 
 Introduce Transposition Ciphers 

Mathematics
 Functions (evaluate, domain & range, inverses)
 Modular Arithmetic (equivalence classes, inverses )

Cryptography: Keeping Secrets Using Algebra & Geometry



Transposition
Cryptography: Keeping Secrets

Scramble It!

Make the phrase “show me the math”
difficult to read by scrambling up the letters. 



Transposition
Cryptography: Keeping Secrets

Scramble It!

Make the phrase “show me the math”
difficult to read by scrambling up the letters. 

VS.

• Which side is more difficult to read? (Cryptography)

• How many different scrambles are possible? (Combinatorics)

• Which of the scramble is the worst/best? (Cryptography) 



Transposition
Cryptography: Keeping Secrets

Scramble It!

The Best 

• Disadvantages to this method? (Cryptography) 

Random Scramble Method
Write each letter on a slip of paper, put slips in a hat, and 

randomly select one at a time.



Algebra
Cryptography: Keeping Secrets

Non-Random Scrambles

Unscramble This Phrase



Algebra
Cryptography: Keeping Secrets

Non-Random Scrambles

Scrambled Version

The Unscrambled Version



Algebra
Cryptography: Keeping Secrets

Non-Random Scrambles

How do you get this

from this?

• What is the a pattern? (Cryptanalysis) 



Algebra
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Non-Random Scrambles

Position Function
࢘ࢇࢎࢉ ࢔ ൌ	the ࢔th character of the text

݊݅ܽ݉݋ܦ ൌ 	 1,2,3,4,5,6,7,8,9,10,11,12,13
ܴܽ݊݃݁ ൌ 	 ,ܣ ,ܥ ,ܧ ,ܪ ,ܫ ܴ, ܵ, ܶ

example: ࢘ࢇࢎࢉ ૢ ൌ ࡱ

࢔
c࢘ࢇࢎ ࢔



Algebra
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Non-Random Scrambles

࢑ ൌ ૞	ࢊ࢔ࢇ	࢓ ൌ ૚૜
࢔

࢓ࢇ࢘ࢉ࢙ ࢔

݊݅ܽ݉݋ܦ ൌ 	 1,2,3,4,5,6,7,8,9,10,11,12,13
ܴܽ݊݃݁ ൌ 	 1,2,3,4,5,6,7,8,9,10,11,12,13

example: ࢓ࢇ࢘ࢉ࢙ ૢ ൌ ૞ · ૢ	ሺࢊ࢕࢓	૚૜ሻ
	ൌ ૝૞	ሺࢊ࢕࢓	૚૜ሻ
	ൌ ૚૜ ൅ ૚૜ ൅ ૚૜ ൅ ૟	ሺࢊ࢕࢓	૚૜ሻ
	ൌ ૟	ሺࢊ࢕࢓	૚૜ሻ

Mod‐Based Scrambling Function
࢓ࢇ࢘ࢉ࢙ ࢔ ൌ ሻ࢓		ࢊ࢕࢓ሺ	࢔࢑

where ࢓ is the length of the text, ࢑ is an integer 
relatively prime to ࢓, and ࢔ is a positive integer 

less than or equal to ࢓
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Non-Random Scrambles

Enciphering Function
࢘ࢇࢎࢉ ࢓ࢇ࢘ࢉ࢙ ࢔ ൌ the character to place in the nth position 

example: ࢘ࢇࢎࢉ ࢓ࢇ࢘ࢉ࢙ ૝ ൌ 	࢘ࢇࢎࢉ 	૞ · ૝		ሺࢊ࢕࢓	૚૜ሻ	
ൌ ሻ	૚૜ሻ	ࢊ࢕࢓ሺ	૛૙	ሺ	࢘ࢇࢎࢉ
ൌ ሺૠሻ	࢘ࢇࢎࢉ
ൌ A

ሻ࢔ሺ࢘ࢇࢎ࡯

࢘ࢇࢎࢉ ࢓ࢇ࢘ࢉ࢙ ࢔

࢔
࢓ࢇ࢘ࢉ࢙ ࢔

࢑ ൌ ૞	ࢊ࢔ࢇ	࢓ ൌ ૚૜



Algebra
Cryptography: Keeping Secrets

Non-Random Scrambles

Scramble the phrase “inverse functions”



Algebra
Cryptography: Keeping Secrets

Non-Random Scrambles

Scramble the phrase “inverse functions”
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Un-Scramble It

How do you reverse the effects of the scam function?

Obviously,  just apply the function ࢙ି࢓ࢇ࢘ࢉ૚

which should be divide by ࢑ right?
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Un-Scramble It

How do you reverse the effects of the scam function?

Obviously,  just apply the function ࢙ି࢓ࢇ࢘ࢉ૚

which should be divide by ࢑ right?

example:  ࢙ି࢓ࢇ࢘ࢉ૚ ૡ ൌ ૡ ൊ ૞ሺࢊ࢕࢓	૚૜ሻ
ൌ ૚. ૟	ሺࢊ࢕࢓	૚૜ሻ
ൌ !࢙ࢋ࢑࢏ࢅ

Defining the ࢙ି࢓ࢇ࢘ࢉ૚ function as division yields some 
values that are not part of the domain 

࢑ ൌ ૞	ࢊ࢔ࢇ	࢓ ൌ ૚૜
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Un-Scramble It

So can you reverse the effects of the scam function?
Yes.

How?
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Un-Scramble It!

Isn’t division just a shortcut for multiplication?

૝ · ૞ ·? ?ൌ ૝	ሺࢊ࢕࢓	૚૜ሻ

? ?ൌ
૚
૞ ൌ ૞ି૚

૞ ·? ?ൌ ૚	ሺࢊ࢕࢓	૚૜ሻ
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Un-Scramble It

Isn’t division just a shortcut for multiplication?

૝ · ૞ ·? ?ൌ ૝	ሺࢊ࢕࢓	૚૜ሻ

? ?ൌ
૚
૞ ൌ ૞ି૚

૞ ·? ?ൌ ૚	ሺࢊ࢕࢓	૚૜ሻ
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Un-Scramble It

Deciphering Function
࢘ࢇࢎࢉ ૚ି࢓ࢇ࢘ࢉ࢙ ࢔ ൌ the character to place in the nth position 

example: ࢘ࢇࢎࢉ ૚ି࢓ࢇ࢘ࢉ࢙ ૟ ൌ 	࢘ࢇࢎࢉ 	ૡ · ૟		ሺࢊ࢕࢓	૚૜ሻ	
ൌ ሻ	૚૜ሻ	ࢊ࢕࢓ሺ	૝ૡ	ሺ	࢘ࢇࢎࢉ
ൌ ૚૜	ሺ	࢘ࢇࢎࢉ ൅ ૚૜ ൅ ૚૜ ൅ ૢ	ሺࢊ࢕࢓	૚૜ሻ	ሻ
ൌ ሻ	ૢ	ሺ	࢘ࢇࢎࢉ ൌ	S

ሻ࢔ሺ࢘ࢇࢎ࡯

࢘ࢇࢎࢉ ૚ି࢓ࢇ࢘ࢉ࢙ ࢔

࢔
࢓ࢇ࢘ࢉ࢙ ࢔

࢑ ൌ ૞	ࢊ࢔ࢇ	࢓ ൌ ૚૜
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Un-Scramble It

Unscramble the phrase
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Un-Scramble It

Unscramble the phrase



Geometry
Cryptography: Keeping Secrets

Non-Random Scrambles

Unscramble This Phrase
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Non-Random Scrambles

Unscramble This Phrase

ܶ
ܫ ܧ
ܯ ܩ ܱ
ܴ ܴ ܯ ܴ
ܨ ܱ ܧ ܶ ܻ



Geometry
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Un-Scramble It!

Unscramble This Phrase
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Un-Scramble It!

Unscramble This Phrase

݋ ݁ ݅
݉ ݃ ݈
݁ ݃ ݅
ݐ ݊ ݇
ݎ ݅ ݁
ݕ ݏ ݑ
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Non-Random Scrambles

Scramble the Phrase
“Cryptography can become addictive”

• How many different ways are there? (Combinatorics)
• What other shapes could you use? (Number Theory)


